Memories — Stolen but Not Lost®
Part 2: Backing Up Your Data

by Owen C. Jones

Anyone who lives aboard a boat usually has a computer, generally a notebook, which is used for such things as
banking, paying bills, keeping in touch with friends and family and saving important files and digital photos.

Much of this data, be it informational, financial or personal, is difficult to replace. On our boat we do virtually
everything electronically and wigwescanevithch small dévicco bt a
maybe 12 inches long, discarding the hard copy when completed. We have done this for more than 15 years

and, indeed, have information going back almost twice that, stored on our computer, none of which has ever

been lost.

A hard-drive failure or catastrophic loss of the computer —mor e of a twhAenanratheéers
could present a terrible | oss of irreplaceabl e i
rather simple steps to avoid such a disaster so that practically nothing could completely destroy our electronic
memories.

There are three components to the method we currently use:
e We organize our information on the computer
* We use a small external hard drive that plu

* We nahabieto back up newly created files onto the external hard drive, which we then keep in a
safe place apart from our laptop.

The first two components were covered in Part 1
Compass. Forthoseof you who missed this article, feel free
http://sailisv.com, to download a copy.

This month, | shall go into the details of the third component of the system: setting up the procedures for
actually undertaking back-ups of your computer data.

Preparing to Back Up

CHOOSE YOUR BACKUP METHOD. There are several methods of backing up your computer
information including: use the software that comes with the hard drive or some other purchased software; use
back-up capabilities of the operating system; use a simple mirroring system based on command prompt
instructions. | choose to use the last method, mirroring, and will describe what | do to implement this method.
This is slightly more complex than the former two methods but can produce a mirror image of your chosen
computer directories on your external disk, or incrementally add changed files to the back-up drive without
destroying the older version(s). The result allows you to use the files on the back-up drive exactly as you would
those on your internal drive without having to resort to cumbersome search and retrieval methods.

SAVE YOUR BACKUP SOFTWAREUs i ng | ast month’s article as
letters the way you want them. | suggest you now save the software that came on the unit from the manufacturer
so that if you change your mind later on how to back-up your computer, this software is still at your disposal.
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FirstgototheCont r ol Panel and sel ect
Folder Options =5 those of you using Windows XP SP3 or Vista, this is in the
[General| View | Search] “Appearance and Personalizati
Folder visws _ Click on the “View” tab and s
: You can applythe view {such a= Detaile or lcons) that ” . .
ynua.reuslng_fnrlhlsfnldertnallfn\dersufth\stype F 0 | d e r S a S S h d' w B ni h e F t g u I- e C k
button at the lower right of the window. This will allow you to
R select and copy all files on the drive, including those that the
e v bt B manufacturer has hidden from 1
L s o TS e ] Options” open toverresnei ntdh ey o“uS hso
isplay file icon on thumbnails
| Dig ile size information in folder tips
7| g\sg::yyis:mplefo:zer:;w in Pjaljga:lzn pane When you are through'
Fi D\splaythe full path in the title bar {Classic folders onfy)
Ii—h;jd[?z::s:h;if;:j::nfiles and folders NOWgO to the baCk-up . - ]\: \ S ||
@ Show hl.ddanfl\esandf?\ders d r | V e b y o p e nJ
Hi e:denslonsforkn.ownfllatypfas ) ” = ijljll » Computer v[v,“f:‘:':n
| Hide¥rotected operating system files (Recommended) C 0 m p u t e r F\‘l/ gll r e ? ) —
| . . . Eile Edit View Tools Hel
Rt ks right clicking on the -
oK — ool D-drlve and ChOOSIng Name Type i Total Size Free Space
Fi 1 Folder Onfi how hidd “Open” fromjthe |ist of
igure 1. ?’I er gt;orl‘; to show hidde| ntinns. All the folders _ _ v ~
lies and folders. and files that came - o
Wlth the drlve ShOUId Local Disk (C:) Back-UP (D:) DVD RW Drive (X:)
now be displayed. Use —
“Crl/l a (“Ctrl” refers to the “ Cl L "roo@bokcoku€ Yy ON |y OUT
“Ctr/l @ means to push the “@trl"’ Short for “contr
t iteps ! \vy! Computer

[ signi fying * al l)todeleckalkmatsrial®ntheu | : y .
drivecCul/ltdien o“ copy everything |sel d&iguegdiskdrive

Next open or create a folder in “My Documents” i
in the “My Archives” wher-wHDFRIlasanth celad eer sa” .f oG ad eirn tcc
created or chose by doubl e cICirlc k'i ntgo oma sttha se v eorl ydt
external hard drive into that folder. Check file-by-file that everything on your internal drive folder matches
everything on your external dri v&ll a’An, eraisgzh tc heelcikc
“Properties” and compare the numbers of files an
by an identical process on the back-up drive.

Now that all the manufacturer-supplied back-up software files and folders have been saved on your notebook in

“My Documents”, go back to the “Folder Options
Fil es and applytha aghange &nd ctode @ the folder options window.

FORMAT THE EXTERNAL HARD DRIVE. This step may not be necessary but will insure you start
with a “cl ean external hard disk drive. Once th
software has been saved, formatting is really a simple operation that will provide you with a fresh, untouched

place to store your information. Note that you must be logged in as either the system administrator or as a user

with administrator privileges to undertake this process.
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Il n the “My Computer” window (Figur e 2Xrveaadlright y ou
click. Thepop-up menu wi | | present the “Format” option w
“Qui c k Fat thamsnecéssary a this point.

| Caution!Make sure you have selected your external baekp drive and not your system Cdrive! |

Formatting the back-up disk should be quick and when completed, will allow you to have back-up storage for

all the data from “My Computer”. | n -diivkhaed clfodsey Co mp
Properties. Then, at the bottom of the Property screen, check the boxthats ay s “ Compr ess t hi s
space” and then select “OK”. This will quickly s

drive, significantly increasing its storage capacity.

Performing Your Back-Up

To perform your initial back-upyoumu st copy everything in your “ My I
well as any other areas of your computer you wish to save, onto the external hard drive. In fact, we will copy
every important item in the ususedforanteraeticonnecticns, udi ng
everything on your Desktop, and also all your application data.

To do this, make sure the disk unit is plugged in and recognized astheD:-d r i ve by opening “1
checking that you have units identified as shownin Fi gur e 2. Then, bring up a
Start button at the | ower | eft of your screen at
From the | ist that comes up, go t o terhaAwvelg enspsningthee s ”
Start area, choose “Run” and enter the name *“cmd
see t heC\pseshpearnamtel> where, in this case, the wuser
Mar y” . -pdineng carat g thetindicator for keying in a command. This window gives access to the

equi val ent t o t hmechldkdtite DisSkDEarating Systermimusewefore Windows came into
existence.

Il n Wi ndo wscopX'P,c anna rc

B Command Prompt [=l=@fesd| | is still actively supported and will

1 ft wind 1 6.0.6001 1 1
zls;gf;ht ‘(‘11:5. %35[:32323& Corporgt'ion. All rights reserved. funCtlon exa‘CtIy as It always ha‘S

However, although I used it for years, it is

quite limited in its capability, neither

supported in Vista nor sufficiently robust

to undertake the desired mirroring

functi ons .robdR@gy™her , t
command sxeqpy' | amtds h*a s
significantly more functionality. While
“RobocopyY i s native to
and now Windows 7, at least in its release
candidate mode, XP users will have to get

this from the internet by downloading and
installing the Windows Resource Kit

from the Microsoft site. For downloading, the following Microsoft site is available (cut and paste into your

browser url address line):

C:\Users\Owen & Mary>_

Figure 3. Command Prompt window obtair®drunning ‘
Aicmd. O
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http://www.microsoft.com/Downloads/details.aspx?FamilylD=9d467a69-57ff-4ae7-96ee-
b18c4790cffd&displaylang=en

COMMAND SYNTAX.The synt ax f or manthneay bt obtaitedby entprigg” ¢ o m

“robocopy /?
at the command prompt. The initial result from entering this command is shown in Figure 4:

Usage :: ROBOCOPY source destination coc options

source :: Source Directory (drive:\path or \\server\share\path).
destination :: Destination Dir (drive:\path or \\server\share\path).
file :: File(s) to copy (names/wildcards: default is "*.*").

Figure 4. I ntitial syntax for t he

Source For Wi ndows XP, \totumentsandsettioggu sweorun admeble” .“ CEor Vi

woul d \uses\u 8§ €r name 1" .

Destination: | like to keep the destination identical in structure to the source so there is always one-to-one
correspondence between the original files and their back-up copies. Thus, the destinations would be identical to

the source with the exception of the drive |l ette

Windows XP-d e st i n Btdoauments and settings \ usernamel”
Windows Vista - destination is “D:\ users \ usernamel” .

Files: The files identified would in this case be all files no matter what their name or extension so one would
use “* . *” as their ded¢ameatiom,sitmely *I"edbee nghaea

ENTIRE COMMAND WITHOUT OPTIONS. The result of putting all this together would be the
command for Windows XP (quotation marks required)

Ol AT AT P\doc@merks and settings \OOA O1 Al A\saecun®miskand setti  ngs\
OOAOT Al Ase

or for Windows Vista
robocopy C: \user\ usernamel D: \ user \ usernamel

where, again, usernamel is your | ogin user name.
theC:-dr i ve t o “ u seetarnal B:rdrva Rote that case does not make a difference in these

commands. Note also that the quote marks in the XP command are required since otherwise the folder name
“documents and settings” will not be properly r

folder names with spaces.

OPTIONS There are many options available for the ¢
retry, logging operation and job options, only a few of which shall be mentioned herein. The entire repertoire

may be obtainedbye nt er i ng trobecopy&#mmaantd t“he ¢ oTnytasindhecmd o mpt .

window you opened earlier.
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Copy options These tell the computer how to copy what is in the various directories. The ones which you will
be most interested in using are:

IS - tells the computer to copy all subdirectories except empty ones;
/E - instructs that all directories, including empty ones be copied;

/PURG- instructs that destination files/directories no longer existing in the source be deleted in the
destination;

IMIR - tells the computer to mirror the source directory tree (equivalent to / § E) on destination).

An important distinction between the /MIR and the /E option is that /MIR will eliminate old files on the back-
up drive that no longer exist on the internal hard drive, eliminating any chain of modifications you may have
established.

File selection options These options indicate how to treat files encountered on the source directory in copying
them to the destination. For instance:

/A - copy only files with the archive bit set (means file has changed since last the archive bit was set
(this bit gets set whenever you open and save a file);

IM - copy only files with the archive set and reset this bit;
IXF - exclude files matching given names/paths/wildcards following;
/XD - exclude directories matching given names/paths following.

Retry options:“/Rn” t el |l s the tompsterf tbhereobpivndpendican
how long to wait between retries in seconds with a default of 30 seconds.

Logging options:You can log the progress of the actions robocopy takes and summarize the results at the end
of the log. The one I use is:

llog:c: \path\fname-l ogs the results of the operation in
Complete Command:The final command can look something like this:

robocopy "c: \Users""d: \Users" /mir /v /ts /fp /r:0 /XF thumbs.db ntuser.*
*.tmp UsrClass.* settings.dat /XD Application* Temp Temporary*
llog:c: \logs \ DocSet.log Temporary* /log:c: \logs \ DocSet.log

This command tells the computer to:
1) copy all files from c: \ users to d: \ users . (Note that if you wish to back up only one of several

users, you coalUdersiusernameli’ed:fUsarsiyserfamel” and subsequ
“username2, "useftname3, © et cet er a)

2) mirror (/mir ) which synchronizes the destination to the source
3) verify (/v ) the results by comparing the copied files with the source files

4) maintain (/ts ) the date and time information in all files
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5) without retrying (/r:0 ) on failure

6) exclude the following files (/XF): thumbs.db , all types of ntuser files, all tmp-files, all types of
UsrClass files and settings.dat  (the program will halt on encountering some of these files if this exclude
switch is not included in the instruction string.)

7) exclude the following directories (/XD) : Agplidatioh "di r ect olempe sdi raddt d'r i e
“Temporary” di rectori es.

8)log(llog: ) the resul wtcidlogsh di feceor yDodShteog “ f i | e cal l
Batch Command File

Surely you do not want to have to type in this or similar

instructions each time you wish to undertake a back-up. You Folder Options =

can avoid this by writing 4@ sShotte“"batch fijl e” o
can execute at a time of your choosing. Such files have the e et s D o

“*pbaaméf or mat, the “bat” extilen|si @ ne=sirare-ate

t?i ng |t o t
operating system that this is a command to be executed in a
command prompt window as a single instruction or series of

Advanced settings:

command-l i ne instructions. You|lcantkewel | this - e ‘M
Bac kup. ba th’Youimby also downloadia somplete g M :

back-up file from our web site http://sailisv.com that can form 7 Dupfl e fomaton et

the basis of your back-up system. v E::.j:::r:::: g?tnllwdwﬁnr;hamle bar {Classic foiders orly)
Tocreateyourownback-up batch file, go ag agdggﬁhdhd;'::%w;tgwo “Fol dger
Opti ons” o ntab (Figuret)eanddegeleat tre box [ prtected oprating sy fes Rocommendd) -

mar ked “Hide Extensions for Known Fil e&loy=pes” an
this. Then, with the mouse cursor anywhere on the desktop, —
right click and create a new textfi | e . Name t hi fil-e f%wr

U7

Backup.bat” completely replac’:iigblfg5-EOWQ,fbDﬁQ_U\Sa“OWiﬂgefaul
TextDocumenttxt ” . You wil |l be ask e dextensions @iknoprefietypeshte wa n t
this because it will changdg the fi Bhewntype. Respo

Notice that the icon for the file type changes. Note also that double clicking on this icon will now execute the
file as a series of command line instructions in a cmd window. To modify this file once it is created you right
click on the icon and s HYyoedoéxecutekhdhatthfile by mistakeand a dnéh a n

window opens, simply c¢close it by clicking on the
You can now edit this batch file (remember shb ri
have given you an example in Figure 6 taken from

text causes the Command Prompt window to remain open at the completion of its string of instructions. That
way you can view the results of the various back-up operations. Note that if you have more than one user on the
computer, you can have one command line for each user, or simply back up all users with the one command, as
I mentioned previously.
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Discussion

The commands as shown in Figure 6 will result in both the \user directory and the \Dell directory on the C:-
drive to be mirrored on the D:-drive. (The latter is one | keep outside of my user directory and in which | save
all items dealing with my notebook computer including logs, drivers and list of modification, etcetera). Of
course other directories can also be mirrored should you desire.

No failure is anticipated and since verify is used no retries are requested. (In fact, failures due to attempts to
copy prohibited system files would otherwise cause this command to retry for an inordinately long time for

= ] 0 e |
| Miror Backup it Norepad_____ HE N L.

[ File Edit Format View Help
: Example robocopy batch file for backup of Dell and users directories

IIIUBUCOF‘Y "cih\pell” "di\pell” /mir /v Jts /fp /ril fwil /xF thumbs.db /1
IIIUBUCOF‘Y "ci\users” "di\users" /mir /v /fts /fp /r:0 /xF thumbs.db ntuser.® *.tmp usrclass.® settings.dat /XD application® Temp Temporary*® /log:c:\logs\Docset.log

pause|

Fig. 6. Example of a batch backup file using robocopy commands.

something you don’t want anly'wagyays adheeaech iffiyl &€ omx
against the original whi | e /f tp'h ssvitch causes full path information to be included in the output (log file).
Directories having cookies and a bunch of temporary information are not mirrored and system files (ntuser,

thumbs, etcetera) are excluded from the back-up operation since Windows does not like to have these copied

and will try to abort the operation.

You shoul d now MrranBackup.baf il eormcayydiwerd deskt op or ot he
which are all the instructions you have provided.

Ok avy. lt’s now time to put everything together t
are:

1) Connect the external hard drive to the USB port on your computer as discussed in Part 1 of this article;

2) Open “ My C @ tha thetexdemdl HDD ds identifiad asithe D-drive. If not, either modify
the back-up batch file or unplug and replug external devices to obtain consistency between the external drive
letter and the back-up batch file;

3) Double click on your back-up batch file. A command window will open and you will see the copying
operations begin. The first time may take quite a long time since this is the first time you will be copying all
the information on your internal disk to the external one. For 100 GB of information, expect one or more
hours. (Hint: As a test, make a copy of your back-up batch file and modify the robocopy line to copy only a
small directory selected for that purpose such as .\usernamel\favorites. Running this file will take only a
small period of time and give you a sense that things are going as expected since this directory and the files
within should immediately show up on the external drive.)

4) The |l ast copy will be the “1 ogs” dbeolbwedbya y c
Il ine that says, “PAUSE. Press any key to contin
batch back-up file are completed. Tapping any key will cause the command window to close.

5) Check your external disk drive to ensure that files were copied correctly. Then tell the computer to safely
remove the external USB drive. If it says it is safe to do so, go ahead and unplug the drive. If not, simply shut
down the computer then unplug the drive and put it away for safe keeping. (Caution: DO NOT unplug the
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external hard drive without having the system safely complete any processes that may be running in the
background. Destruction of data, destruction of format or partition structure or actual physical damage might
otherwise occur to the external HDD.)

Give yourself a big pat on the back. You have
precious computer files that would be impossible to replace should your computer be damaged, lost or stolen.

Conclusiors

What | have tried to do is prepare you for the eventuality that your computer will fail, be lost or stolen, by
showing you that you need not lose your personal and business information. Of course you will have to replace
the hardware but, with proper diligence, you will be immediately prepared to copy your files back onto the new
computer using Windows Explorer. Be sure to keep the hard drive in a safe place other than with your
computer, even to the extent of duplicating it ashore periodically.

An extension of this method can allow you to immediately use your back-up hard drive as your replacement
internal drive in the event of a drive failure. I will have more to say about this in a later article.

We have managed over almost 30 years of PC use to maintain an almost perfect record of loss-free personal and
business computer use, despite numerous mistakes, failures and thefts of hard drives and computers. We have
done this by organizing the way in which we store data and undertaking regular back-ups of this data ON AN
INDEPENDENT HARD DRIVE and keeping this drive stored separately from the computer. We have made a
practice of these or similar methods on both our workstations in the office and our laptops which roam with us
and which, for the past 12 to 15 years have been our workstations away from home while sailing or traveling.
You too can make the last file lost the last file lost in your experience.

Happy Sailing!

Owen C. Jones sails, charters and teaches sailing with his wife, mate and chef Mary Trovato aboard S/V
Fidelity.

© Copyright 2009 by Owen C. Jones. All rights reserved. This article may not be reproduced in whole or in any part by any means, either physical or electronic,
without the express permission in writing signed the author.



